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Is this Robert Pattinson? 

Source: https://www.tiktok.com/@iam_pattinson Source: IMDB

https://www.tiktok.com/@iam_pattinson/video/7078380285154364677
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DeepFake-o-meter

DeepFake-o-meter: http://zinc.cse.buffalo.edu/ubmdfl/deep-o-meter/ 

Video Tutorial: https://www.youtube.com/watch?v=Om4-bE9a61I&t=16s
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Is this Robert Pattinson? 

Source: https://www.tiktok.com/@iam_pattinson Source: IMDB

Fake

IMDBTiktok

Reference: A. Shruti and H. Farid, Detecting Deep-Fake Videos 
from Aural and Oral Dynamics, CVPR Workshop on Multimedia 
Forensics, 2021

https://www.tiktok.com/@iam_pattinson/video/7078380285154364677
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GAN synthesized faces

Source: www.thispersondoesnotexist.com 
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http://www.thispersondoesnotexist.com
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Expose GAN synthesized faces
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Expose GAN synthesized faces



© Siwei Lyu, All rights reserved.

Summary 
• Detection algorithms are useful, but most of them are 
unexplainable black boxes


• Looking for semantic cues that are rooted in 
physiological and physical constraints of the real world 
may provide more explainable and effective approaches 
for detection 


• The competition between DeepFake making and 
forensics is a perpetual cat-and-mouse game, and will 
continue for the foreseeable future


• All DeepFake detection methods are post mortem 
analysis, and we need more preemptive approaches to 
protect the users from becoming victims of DeepFakes



Thank You!


