
 

 

EUROPEAN COMMISSION 
      

PROTECTION OF YOUR PERSONAL DATA 

This privacy statement provides information about  
the processing and the protection of your personal data. 

 

Processing operation: The European Commission Video Surveillance Policy (CCTV)  

Data Controller: European Commission's DG HR and Security / Directorate Security / HR.DS.2  
Technical Security Unit 

Record reference:  DPR-EC-00654.1 
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1. Introduction 

The European Commission (hereafter ‘the Commission’) is committed to protect your personal 
data and to respect your privacy. The Commission collects and further processes personal data 
pursuant to Regulation (EU) 2018/1725 of the European Parliament and of the Council of 
23 October 2018 on the protection of natural persons with regard to the processing of personal 
data by the Union institutions, bodies, offices and agencies and on the free movement of such 
data (repealing Regulation (EC) No 45/2001). 

This privacy statement explains the reason for the processing of your personal data, the way we 
collect, handle and ensure protection of all personal data provided, how that information is 
used and what rights you have in relation to your personal data. It also specifies the contact 
details of the responsible Data Controller with whom you may exercise your rights, the Data 
Protection Officer and the European Data Protection Supervisor. 

The information in relation to processing operation “Video Surveillance – analogue and digital 
storage“ undertaken by The European Commission's DG HR Technical Security Unit is presented 
below.  

2. Why and how do we process your personal data? 

The European Commission's DG HR Technical Security Unit (referred to hereafter as the Data 
Controller) collects and uses your personal data to protect all persons in European Commission 
buildings as well as European Commission assets and information. It thus assists the 
Commission in fulfilling its duty of care towards its staff members, contractors, visitors and all 
other persons on its premises. 

To this end, the video surveillance system allows authorised Commission services to monitor in 
real-time incidents taking place in our buildings and to take appropriate actions swiftly. It also 
allows for the establishment of facts and the collection of evidence in the context of 
investigations following a security incident.  

 
3. On what legal ground(s) do we process your personal data 

The processing operations on personal data carried out under Article 5.1 of Regulation (EU) 
2018/1725, lawfulness of processing, that applies: 

a):  processing is necessary for the performance of a task carried out in the public interest on 
the basis of the Treaties establishing the European Communities or other legal instruments 
adopted on the basis thereof  

4. Which personal data do we collect and further process?  

Cameras film images of the immediate surroundings of the buildings, other than private areas, 
as well as certain rooms or passageways inside these buildings (usual or potential access points, 
places considered at risk or places where repeated offences have been committed). 
 
People who might be filmed are warned locally by the presence of specific pictograms 
accompanied by a text identifying the responsible Directorate of the European Commission for 
processing the images and giving the address of the site. Due to a possible revelation of the 
racial or ethnic origin (even though it isn’t the purpose of identifying people based on these 
criteria), the processing in such cases falls under Article 10 of Regulation (EU) 2018/1725. It is 
justified according to Article 10 Paragraph 2 Regulation (EU) 2018/1725 for reasons of 
substantial public interest, namely the security of Commission premises.  

https://eur-lex.europa.eu/legal-content/EN/TXT/?uri=uriserv:OJ.L_.2018.295.01.0039.01.ENG&toc=OJ:L:2018:295:TOC


 

 
5. How long do we keep your personal data? 

The Data Controller only keeps your personal data for the time necessary to fulfil the purpose of 
collection or further processing. The recorded images are preserved for a maximum of one 
month (30 days) on condition that no contentious issues occurred; where, however, such issues 
arise, data will be kept until the end of the last possible legal procedure. Data are accessible 
only to a limited number of designated people who need access in order to carry out their 
duties within the Institution. Every physical and technical measure is taken to prevent, as far as 
reasonably possible, the improper use of such images, and these measures are updated in line 
with technological developments. 

6. How do we protect and safeguard your personal data? 

In order to protect your personal data, the Commission has put in place a number of technical 
and organisational measures. Technical measures include appropriate actions to address online 
security, risk of data loss, alteration of data or unauthorised access, taking into consideration 
the risk presented by the processing and the nature of the personal data being processed. 
Organisational measures include restricting access to the personal data solely to authorised 
persons with a legitimate need-to-know for the purposes of this processing operation.  

 
All personal data in electronic format (e-mails, documents, databases, uploaded batches of 
data, etc.) are stored on the servers of the European Commission. All processing operations are 
carried out pursuant to the Commission Decision (EU, Euratom) 2017/46 of 10 January 2017 on 
the security of communication and information systems in the European Commission. 

7. Who has access to your personal data and to whom is it disclosed? 

Access to your personal data is provided to the Commission staff responsible for carrying out 
this processing operation and to authorised staff according to the “need to know” principle. 
Such staff abide by statutory, and when required, additional confidentiality agreements.  
 
In appropriate cases the Data Controller may share images from CCTV data with mandated staff 
responsible for security or disciplinary enquiries. The information we collect will not be given to 
any third party without prejudice to a possible transmission to competent Member State judicial 
authorities and/or to other European Institutions under certain circumstances (i.e. security 
incidents implicating several European Institutions). 

8. What are your rights and how can you exercise them?  

You have specific rights as a ‘data subject’ under Chapter III (Articles 14-25) of Regulation (EU) 
2018/1725, in particular the right to access, rectify or erase your personal data and the right to 
restrict the processing of your personal data. Where applicable, you also have the right to 
object to the processing. 
 
You can exercise your rights by contacting the Data Controller, or in case of conflict the Data 
Protection Officer. If necessary, you can also address the European Data Protection Supervisor. 
Their contact information is given under Heading 9 below.  

Where you wish to exercise your rights in the context of one or several specific processing 
operations, please provide their description (i.e. their Record reference(s) as specified under 
Heading 10 below) in your request. 
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9. Contact information 

- The Data Controller 

If you would like to exercise your rights under Regulation (EU) 2018/1725, or if you have 
comments, questions or concerns, or if you would like to submit a complaint regarding the 
collection and use of your personal data, please feel free to contact the Data Controller, 

 Technical Security Unit (HR.DS.2) 

 FMB: EC-SECURITY-TECHNIQUE@ec.europa.eu 
 
 

- The Data Protection Officer (DPO) of the Commission 

You may contact the Data Protection Officer (DATA-PROTECTION-OFFICER@ec.europa.eu) with 
regard to issues related to the processing of your personal data under Regulation (EU) 
2018/1725. 
 

- The European Data Protection Supervisor (EDPS) 
 
You have the right to have recourse (i.e. you can lodge a complaint) to the European Data 
Protection Supervisor (edps@edps.europa.eu) if you consider that your rights under Regulation 
(EU) 2018/1725 have been infringed as a result of the processing of your personal data by the 
Data Controller. 

10. Where to find more detailed information? 

The Commission Data Protection Officer (DPO) publishes the register of all processing 
operations on personal data by the Commission, which have been documented and notified to 
him. You may access the register via the following link: http://ec.europa.eu/dpo-register. 

This specific processing operation has been included in the DPO’s public register with the 
following Record reference: DPR-EC-00654 
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