Common position of national authorities within the CPC Network

Assessment of proposals made by Apple, Google and relevant trade associations
regarding in-app purchases in online games

By letter dated 9 December 2013, the Danish Consumer Ombudsman, representing the
CPC network, and the Directors General for Consumer Policy and for Justice of the
European Commission asked the Internet platform providers Apple and Google as well
as the association of on-line game developers ISFE to propose solutions to identified
problems regarding in-app purchases in online games. Based on the exchanges held with
the relevant companies and associations, Member States, cooperating together within
the CPC Network, facilitated by the European Commission, have come to the following
conclusions:

1) Apple/iTunes

a) Misleading advertising of games as “free”

Following the exchanges with CPC authorities, Apple now displays the text "In-App
Purchases" in close proximity to the download button for all apps that are marketed on
Apple's platforms as "free" but that offer "in-app purchases". The font of the text "In-App
Purchases" is considerably smaller than the word "FREE" and may be difficult to read on
smaller screens. Apple offers consumers information about the potential costs for at
least 10 most popular in-app purchases for each specific on-line game. In June 2014,
Apple introduced a modification to its App Review Guidelines, requiring app developers
to ensure that in all information accompanying their apps the presence of possible in-
app purchases be clearly identified".

CPC authorities consider that only apps where in-app purchases are optional can be
presented as "free" without misleading consumers. This stems from Annex I, Nr 20 of
the Unfair Commercial Practice Directive (UCPD), Article 7(4) (c) UCPD and Article 6(1)
(e) of the Consumer Rights Directive (CRD). As set out in the CPC common position of 9
December 20132, an on-line game cannot be marketed as "free" where the consumer
cannot, without making in app purchases, play the game in a way that he/she would
reasonably expect. This is to be assessed on a case-by-case basis for each app that
includes in-app purchases. Internet platform providers need to ensure that apps that

Guideline 3.13: https://developer.apple.com/appstore/resources/approval/guidelines.html

2 IP/14/187 of 27/02/2014: http://europa.eu/rapid/press-release_IP-14-187_en.htm.



include in-app purchases which are marketed as "free" on their platforms comply with
the relevant provisions of EU consumer protection law, as described above.

b) Exhortations to children

In June 2014, Apple informed CPC authorities that in each of the i0S Developer Program
License Agreements and in the App Review Guideline 22.1, Apple points out to developers
that the burden of compliance with national legal requirements rests with the developers.
There is a generic statement in App Review Guideline 22.1 that "Apps must comply with
all legal requirements in any location where they are made available to users. It is the
developer's obligation to understand and conform to all local laws". No further measures
have been proposed by Apple as regards app developers.

Apple proposes to create a specific e-mail address through which enforcement authorities
can inform Apple about possible violations of applicable law and coordinate discussions
with the developers concerned. It also proposes to designate a specific team to process
any such notifications and respond to the appropriate government entity. However, so far
no precise implementation date for these proposals has been put forward.

Article 14(1) (b) of the e-Commerce Directive requires Apple to take down any app from
its platforms if the company becomes aware that it involves an illegal activity, such as
direct exhortations to children (UCPD Articles 5(3) and 5(5) and Annex I, Nr 28). This
means that Internet platform providers have a responsibility to ensure that games on
their platforms do not contain direct exhortations to children.

In this context, the absence of a fully operational and efficient mechanism for consumers
and competent authorities to notify such illegal activity to Apple further reinforces the
possibility that such illegal activity be solely imputed to Apple (cf. Article 2(b) of the UCPD
and Article 2(2) of the CRD). Clear instructions to the app developers that on-line games
involving direct exhortations to children are banned from distribution in the EU market
are highly relevant. Apple is strongly encouraged to provide transparency on the actions
taken on the basis of consumer complaints, notifications by CPC-authorities (provided by
the specific e-mail address) or instances in which it decided to take actions on its own
initiative.

c) Information about and consent to purchase

Apple has clarified that its settings regarding payment approval will continue to vary
according to the different devices and operating systems. Although, regrettably, no
concrete and immediate solutions to address the concerns linked to payments'
authorisations were proposed to this date, CPC authorities note that Apple has proposed
to address these concerns in the future. So far, no firm commitment and no precise
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implementation date for any possible future changes have been put forward, in
particular as regards the default settings.

Hence, CPC authorities note that the 15 minutes' payment window currently offered by
Apple should not remain the default setting in the future. Consumers must be able to
choose between this setting and a setting requiring authorisation of each purchase
individually. Consumers should be given a genuine choice between these two options.
This means that these options should be presented in a neutral way to consumers,
without the 15 minutes’ window option being the default setting. Furthermore,
consumers should be informed about settings' options not only at the first purchase on a
device, but regularly (possibly over a certain period of time) to make sure that their
consent to the payment settings has been explicitly given. Regardless of the choice of the
consumer concerning the default settings for authorising payments, explicit consent to
each in app purchase has to be given in any case. Consumers could be given a possibility
to set a maximum amount for in app purchases made without individual payment
authorisation. The information on changing settings made by the consumers should be
easily accessible and comprehensible in case they want to change it.

CPC authorities reiterate that, according to Articles 7(2) and 7(4) (d) of the UCPD and
Article 6(1) (g) of the CRD, consumers must be clearly informed about the arrangements
for payment before each purchase. According to the CRD, any purchase must be subject
to the explicit consent of the consumer and the trader needs to provide the consumer
with the necessary information. This requirement applies on all devices and under all
operating systems. Reference is also made to Article 54 (2) of the Payment Services
Directive concerning unauthorised payments.

d) Provision of the trader's email address

Apple has proposed to create and display an email address that customers can use to
contact Apple with concerns about their purchases on Apple's platforms. Apple states
that it will also make it possible for consumers to contact developers directly, via a
support URL provided on all store pages on which Apple is making content available in
the EU. A date of implementation of this proposal has not been provided.

Article 5(1) (c) of the e-Commerce Directive requires that consumers are clearly
provided with the information society service provider's e-mail address. In combination
with Article 7(5) UCPD, this Article provides that the email address of the trader is
material information. The e-mail address must also be provided according to Article
6(1) (c) CRD. Apple's proposals, if and when fully and adequately implemented, could
address the concern over the provision of the trader's email address.



2) Google

a) Misleading advertising of Games as “free”

Google has removed the word "free" from its Google Play platforms for on-line games that
are free to download but contain in-app purchases. Information about the presence of in-
app purchases has been made more prominent and clearer for the consumer.

Google has proposed to display in the future the price range (from the minimum to the
maximum cost) of all the in-app purchases offered by each specific on-line game displayed
on its platforms. Google has agreed to display the price range information in ways that
make it easily accessible to consumers on the app product page. Google will implement
this change on Google platforms by 30 September 2014.

Google's proposals, once fully implemented, could be considered to be compliant with
relevant EU consumer protection legislation, notably Annex [, Nr 20 of the UCPD, Article
7(4) (c) UCPD and Article 6(1) (e) CRD.

b) Exhortations to children

Google has implemented a dedicated email address for CPC authorities and the European
Commission to report to it breaches of EU law appearing on its platforms. Additionally,
Google has proposed to clearly draw the attention of game developers world-wide,
through the Google Developers Console, to the specific prohibition on exhortation to
children laid down by the UCPD for any game distributed on the EU market. Google will
fully implement this proposal by 31 July 2014.

Google has undertaken to act swiftly when a non-compliant game is brought to its
attention. This includes the immediate review of each complaint and, as appropriate,
either to contact and warn the trader concerned or to directly remove the infringing app
from Google platforms. Where Google encounters serious or repeated breaches of the
relevant EU consumer protection legislation, and in particular breaches of the ban on
exhortation to children, Google will ban the trader from offering apps on Google Play
platforms.

Google's proposals, once fully and adequately implemented, could be considered to be
compliant with relevant EU consumer protection legislation, notably Articles 5(3) and
5(5) and Annex I, Nr 28 of the UCPD. CPC authorities recommend that, when
implementing these proposals Google needs to ensure transparency about consumer and
other complaints received and about the actions taken on their basis, including instances
where Google decides to remove apps from the platforms or ban traders from offering
apps on the platforms. This could for example include a regular feedback about such
actions to CPC authorities and to the European Commission.



c) Information about and consent to purchase

Google has begun implementing changes allowing consumers, at the moment of the first
payment on a device, to choose between three settings: (i) a password requirement for
every purchase (including in-app purchases), (ii) a password requirement every 30
minutes or (iii) never a password requirement. For subsequent purchases on the same
device, the settings chosen by the consumer at the first purchase will apply. The current
password setting is to be displayed on the settings overview page. Google will
implement these proposals by 30 September 2014.

Under the setting requiring a password for every purchase, once the in-app purchase
order is started, the user will receive a request for a password. This request will inform
the user about the current password settings. Where the password request also allows
the user to completely remove the password protection, a warning about possible
unauthorised purchases will be displayed prominently.

For Google's implementation of these proposals, CPC authorities underline that the
information on how to change settings should be easily accessible and comprehensible
for consumers that would like to change settings on their own initiative. This should
include a prominent display of information about consequences of choosing each of the
three options. CPC authorities also note that consumers should be informed about their
possibilities for choosing payment settings not only at the first purchase on a device, in
order to ensure that their consent to payment settings will remain explicit over time.
Regardless of the choice of the consumer concerning the default settings for authorising
payments, explicit consent to each in app purchase has to be given in any case.
Consumers could be given a possibility to set a maximum amount for in-app purchases
made without individual payment authorisation.

According to Articles 7(2) and 7(4) (d) of the UCPD and Article 6(1) (g) of the CRD,
consumers must be clearly informed about the arrangements for payment before each
purchase. According to the CRD, any purchase must be subject to the explicit consent of
the consumer and the trader needs to provide the consumer with the necessary
information. Reference is also made to Article 54 (2) of the Payment Services Directive
concerning unauthorised payments.

Google's proposals, once fully and adequately implemented, could be considered to be
compliant with the above mentioned provisions of EU consumer protection law.

d) Provision of the trader's email address

Google displays the game developers' name, website and email address on the specific
app product pages. Google will display the developer's geographical address on each
specific app product page for all on-line games that are paid and/or include in-app
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purchases and will add an email contact information link on Google Play. Google will
implement this proposal by 30 September 2014.

Google has proposed to strengthen the product support by, e.g., introducing maximum
time limits for developers (5 days - going down to 24h in cases that Google notifies to
them to be urgent) to respond to consumer inquiries. At the same time, it has proposed
that, if app developers provide inadequate user support, they will first face warnings
and then possibly removal of their apps or, in the most serious cases, even the
developer's ban from Google Play platforms. Google will implement this proposal by 31
August 2014.

In addition, Google has made available an email address that allows national
enforcement authorities and the Commission to report breaches of the law directly to
Google.

Google's proposals, once fully implemented, could be considered to be compliant with
relevant EU consumer protection legislation, notably Article 5(1) (c) of the e-Commerce
Directive, Article 7(5) UCPD, and Article 6(1) (c) CRD.

3) ISFE

In response to the CPC position, ISFE has informed its members of the concerns raised and
held discussions.

CPC authorities and the European Commission have invited ISFE to propose concrete
actions to address the identified problems and to take inspiration for a consumer friendly
presentation of key information requirements from the display model annexed to the CRD
guidance. A similar call has been made to two other on-line game developers' associations
that have in the meantime approached the CPC network (ISGA and EGDF).

XXXXXX

This position concludes this joint CPC enforcement action, without prejudice to any
actions at Member State level on outstanding legal issues, including on-going national
enforcement actions. CPC authorities and the European Commission will monitor how the
mechanisms proposed by the companies have been introduced and function.



