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Internal Audit Mission

To Enhance and
Protect
Organizational Value

“To believe your own thought, to
believe that what is true for you in

your private heart is true for all, —

that is genius.”

-Ralph Waldo Emerson




KNOW
WHERE YOU | ‘ueivine
ARE TODAY




It Starts with Knowing

Sawyer’s the Value

INTERNAL ¢ AUDITING

The business of Internal Audit

Enhancing and Protecting Organizational Value

»Value of Services and Products

» 44 \/alue Drivers discusses

»5 Generations of Services/Products
»Building IA Operations

> Context of ERM, GRC, and 2"9 Line Evolution

» Implications for Risk Assessment, Audit Planning, Internal
Control Assessment




1. INTERNAL
AUDIT STRATEGY

2.1A 3.1A
PRODUCTS OPERATIONS &

& SERVICES CAPABILITIES

4.1A TEAM & 5.1A
RESOURCE LEADERSHIP
MODEL & STAFF
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Internal Audit Strategy

Audit Products/Services

Audit Operations/Capabilities
Audit Team/Resourcing Model
Audit Leaders/Staff

Building Relationships
Business Acumen

Context within which Audit Works



Chapter
Internal Audit
Strategy

Three Areas of Value
Expectations

What is the Value
Proposition?

Defines 44 Value Drivers

Exhibit 1-1:
Three Cornerstones of Internal Audit Strategy
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Chapter 2 |IA
Products and
Services

Type of Services & Products

Generation 5 — Objectives-Based
Auditor

Generation 4 — Risk Management-
Based Auditor

Generation 3 — Risk-Based Auditor

Generation 2 — Internal Control Process
Auditor

Generation 1 — Internal/External
Auditor
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Chapter 2 |IA
Products and
Services

Type of Services & Products

Generation 5 — Objectives-Based
Auditor

Generation 4 — Risk Management-
Based Auditor

Generation 3 — Risk-Based Auditor

Generation 2 — Internal Control Process
Auditor

Generation 1 — Internal/External
Auditor

Exhibit 2-2
Evolution in Internal Audit Products and Services

Type of Services Resources Required Typical Products Value for Management a
Board
Objective- « Places risk manage- Skills: Deeper knowl- Risk assessments Internal audit takes ownersh
Based Auditor ment-based efforts edge of business integrated with risk communicating risk in terms
in the context of the ohjective development, management efforts, ment understands as it work:
specific business dissemination, and mea- audit and advisory achievement of business ohj
nhj:ec.ti.res at risk I:ry su.rernent in addition to ser'.-'i.ces fCI-El:ISEd on Business ohjective achievem
building on the prior skills below hellpln!g business considered in all risk assessm
levels below Resources: Business ::JECt':? 5ucces_s assurance, and advisory serv
m_cvdn_zls... Eﬁucatmn on risLDrI:lgan:;;:;T?n Governance, sk manageme:
allgnlng risk manage- both the first and sec- | ‘control (GRC) improved by ir
mer_lt with nah._lral ond lines of defense audit efforts and integration
I:uusme.ss owversight, and applications.
operations development
activities in addition to
resources below
Risk = Evaluation of risk man- | Skills: Business under- Risk assessments Internal audit places risks an:
Management- agement expectations | standing of how controls | focused on top stra- ings in context of risk manag
Based Auditor first in risk assessment | are developed in natural | tegic and operational | structures and tools manage
and audit program course of business, ERM risks, assurance, and should be developing and us
development, _fm‘us.rﬂl Resources: Business advisory services part of daily decisions/opera
on strengthening acumen education, F‘_““""d onexpected | |iernal audit efforts are mor
controls fromthetop | Epp frarmeworks, GRC riskmanagementand | iy, onacement efforts fox
down frameworks control activities from | .. +ive achievement.
the top down
Risk-Based + Risk assessments occur | Skills: Risk assessment, Risk assessments Internal audit uses nsks to de
Auditor at least annually. risk ranking include important pricrities for management ar

« Engagements planned
and findings identified

Resources: Risk frame-
works, nsk analysis

operational areas,
Risk-based audit

board; risk assessments, assu
and project reports focused
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DESIGNING
SYSTEMS

for the Insight
and Foresight
of Tomorrow

Enterprise Risk Management (2018)

Integrated Assurance — across all Lines of
Defense

GRC Technology — enabling daily flow of risk
and control capability data



EXAMPLE:
Shared

Internal
Control
Descriptions

DIRECT TECHNICAL CONTROLS

(Mitigating Risk)

Policies, Processes, Programs
and Activities to limit specific

risks to organization or meet
external expectation

Examples
Compliance Program
Financial Reporting
Public Reporting
Cuality Assurance
Legal and Contracting
Business Continuity
Information and IP Security
Facility Security — Safety

Reputation and Marketing

OPERATIONAL CONTROLS
(Building Capabilities)

Management and Staff efforts to
increase the chance of objective
success, involving formal
planning, design and monitoring

Examples
-Objective and Mission

Alignment

- Strength of Oversight
- Operational Alignment
-Evolving Capabilities

- Efficiency and Effectiveness
-Accuracy and Qutcomes

STRATEGIC CONTOLS
(Taking Risk)

Defining and taking the right
risks to achieve the mission

-Formal Planning and Description
of Mission Success

M= == -

Decision Controls
- Formal Decision Process with
clear options and bias
elimination
Monitoring Contro

- Measures that indicate
strategic direction and success
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: Unlock the Individual
S&WYQI’S Genius Around You

INTERNAL ¢ AUDITING

Enhancing and Protecting Organizational Value




