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Data scandal 

puts Facebook's business on 

trial

Corporate Scandals - Global



Lessons from Corporate Scandals

Auditors – both internal and external,– scope 
influence, fear of loss of incentive, complacency, 
over reliance  

IFRS is subject to management discretion and 
interpretation – accounting standards cannot 
stop fraud

Over reliance on single KPIs – like EPS, focus on good 
news culture, ROIC/EVA to be considered

Boards become beholden to management. Weak 
Board Chairman, understatement test of Board 
packs

Culture & Ethics - Establish and demand the integrity of 
disclosures – Autocratic executives, rule by fear

Gap between remuneration and performance –
personal enrichment & dysfunctional behaviour

Board Management

Analysts Regulators
Banks
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Audit Fraternity 



01 02 03

04 05 06

07 08 09

01 | Global Economic & 
Political Reform 

02 | Climate Change/Demand 
on natural resources

03 | Face and needs of the 
consumer

04 | Harnessing Technology 
and Innovation

05 | Bloated Public sector 
spending

06 | People mobility

07 | Inclusive capitalism –
social welfare vs equity 

08 | Emergence of Shadow 
states

09 | From Provider to 
Facilitator

• Macro/Micro economics
• Social & Transformation
• Business
• Outcomes of Six Capitals

• Financial
• Intellectual
• Social
• Human
• Manufactured
• Natural

Public Sector Realities
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JJ’s Foresight from Hindsight and Insight
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3 LOD - History

1996
1996-2009

2010
2013

2018

Origin of 3LOD
UK, financial 

services

Steady growth in
3LOD adoption

ECIIA/FERMA
Guidance on EU

Company Law Directive

IIA Position Paper
3LOD in Effective Risk 

Management and Control 

Increased growth in
3LOD adoption

Refresh of Model –
Working Group 

established



Pros and cons



2,004 completed survey responses were received. And 
received emailed returns from 28 individuals and 
organizations, including 9 IIA affiliates.

32.6% of respondents were from North America. Representation 
from South America6 (23.4%), Europe (17.3%), and Asia (16.6%).

Largest volume of respondents were received from those in internal audit 
(“the third line”) (68.5%) followed by risk, compliance, and control (“the 
second line”) (13.2%)

Majority of respondents (82.6%) were IIA members. Other Regulatory responses 
received from FERMA, IIRC, IFACI, ICAEW

Largest volume of respondents were received from those working in Finance and Insurance 
(34.5%) followed by Public Administration (11.8%). Other sectors represented by at least 5% 
of the total comprised Health Care (5.0%), Manufacturing (7.7%), Other Services (6.3%), and 
Professional Services (6.2%).

Consultation Outcomes



General Comments

The Three Lines of Defense model is recognized, understood, and adopted by 
a wide range of organizations and stakeholders.

The model has been a very successful tool for advancing awareness and 
understanding of internal audit.

The current model can be improved by building on the same principles.

The IIA is the organization most closely associated with the model and has the 
position and stature to influence its future iterations.

The analysis and assessment of the model in the exposure document are valid.

Reframe towards a more proactive role for internal auditing as being a 
contributor to both value protection and value creation, a strategic partner 
and trusted advisor, indispensable to governance and organizational success.

The model and the graphic need to be kept simple, easy to understand, and 
familiar.

The main areas requiring improvement 
are:

• The naming of the model to reflect 
something more than “defense.”

• Encouragement for communication, 
coordination, and collaboration across 
the lines to avoid silos.

• Emphasis that the first line remains 
responsible for risk management and 
must be held to account for this.

• Emphasis that internal audit must review 
the effectiveness of the first and second 
lines.

• Allowance for maturity and scalability.

• Relevance for the not-for-profit sectors.



3 LOD
NEXT STEPS

Working Group established
Objectives, project plan, Advisory Group, 

Consultant
2018

October 2019 - Evaluation of exposure feedback 
December  2019 - Working Group reports to 
Global Board with draft recommendations 

2019

July 2020 – Launch Revised Position Paper
Latter 2020 – Marketing and Awareness 

campaigns
Release of supplementary papers

2020

Global Assembly – Roundtable discussion
June – Sep 2019 : Public consultation
Exposure of analysis and proposals

2019



GOVERNING 
BODY/AUDIT 
COMMITTEE 

Leadership & 
Oversight

MANAGEMENT 
FUNCTIONS

Strategy Execution & 
Risk Ownership

RISK, 

COMPLIANCE & 
SUPPORT

Guidance, Challenge, 
Support - Risk 

Framework Design & 
Control

INTERNAL AUDIT 

Objective assurance 
& related advisory

• Ethical culture, and setting the “tone at the top”
• Stakeholder Engagement
• Setting strategic direction
• Delegation to governance committees and authority 

to 3 lines
• Setting KPI’s and KRIs and monitoring performance.
• Approving governance  frameworks designed by 3 

lines
• Opining and challenging reports and assurance from 

all functions.
• Reporting decisions, actions  & outcomes to 

stakeholders/ authorities. 
• Performance evaluation

• Providing independent assurance, opinions, 
insight, and advice  
- On the adequacy and effectiveness of   

governance,  risk management, and internal  
control.

- On the efficiency and effectiveness of operations,   
including the safeguarding of assets, and on the  
reliability and integrity of reporting processes.

• Assessing the influence of organizational culture 
and behaviour.

• Contributing to the adequacy and effectiveness of 
policies.

• Unbiased reporting to the audit committee, 
governing body and management. 

 Analyze known and identifying emerging issues 

that may impact decisions & outcomes.

 Identifying changes in the organization’s variances 

and tolerances in performance.

 Assisting management in developing risk 

frameworks, processes, and controls to align 

performance with strategic goals.

 Providing guidance and training on governance, 

risk management, and control processes.

 Facilitating and monitoring the implementation of 

effective risk management practices by 

management.

 Monitoring the adequacy and effectiveness of 

internal control and timely remediation of 

deficiencies.

 Delivering outcomes aligned with stakeholders 

expectations

 Assessing internal and external factors that may 

impact decisions and outcomes.

 Establishing systems/ procedures that deliver on 

performance 

 Affecting remediation when decisions, actions, 

behaviors, and outcomes are seen to be wanting

 Own, develop, implement and monitor policies 

 Delegating responsibilities ito DOA

 Setting tactics, performance and risk indicators.

 Monitoring and analyzing activity.

 Reporting performance, forecasts and outlook to 

the governing body. 

Roles and responsibilities - 3 Lines in the Public Sector



Combined Assurance – A South African Case Study 
Old Regime Vs Aspirations



Steercom created - Identify all 
the assurance providers and get 
their commitment to cooperate

Share anticipated benefits and 
solicit combined assurance 
expectations from all key 

stakeholders 

Through facilitation, develop a 
common taxonomy that can be 
used across assurance providers 

COMMON PLATFORM)

Assign assurance providers to 
the risk/control level where 

appropriate

Determine the respective 
governance forums where the 

assurance reports are 
submitted

Get each assurance provider to 
present assurance activities to 

be performed and the proposed 
frequency 

Steercom to review adequacy of 
assurance coverage and to 

confirm that assurance 
providers are certified to 

provide the assurance

In conjunction with role players, 
draft the framework and 
mandate  of Combined 

Assurance

Present proposal articulating 
benefits, structure & strategy to 

executive management and 
then to the governance 

committees 

Execute Combined Assurance

Conduct a post effectiveness 
review against perceived 

benefits and present results to 
stakeholders 

Ongoing refinement

Inaugural Combined Assurance Meeting Imperatives



Foundational aspects for combined assurance

Effective corporate 
governance 
structures – “rhythm 
on the dance floor”



Benefits of Combined Assurance

Collaboration
• Leverage common risk 

assessments
• Deliver unified, 

consistent message

Efficiencies
• Eradication of Assurance 

Fatigue
• Cost savings and greater 

coverage
• Sharing of lessons learned

Effective control environment
• Reporting is more precise and 

insightful

• Valuable, relevant data based 
on collaboration and not silos 
- facilitates better decision 
making

• Facilitates the annual 
assurance statements

• Fewer surprises

Underpinned by a mature Risk 
Management framework and 

function



Challenges to Combined Assurance

Company Dynamics

• Culture

• Operating model

• Fragmented 
platforms

• Local vs Global 
footprint

Reliance on 
Assurance Providers

• Perceived 
objectivity

• Qualifications, 
Competencies 
and Experience

• Conflicts & Profile

• Methodology -
Standards

• Affiliation to 
professional body

Governance 
Frameworks

• No distinction 
between lines of 
assurance

• Misaligned 
definition of risk, 
controls & 
assurance

• Size of company 



Why GRC?

Consolidated  and 

real-time reporting 

of cross-functional 

risks and issues

Proactive 

protection, 

prevention

Optimize 

economic and 

social value

Single view of 

risk and 

control health

Improve 

resilience & 

efficiency

Increases 

accountability 

for risks, 

controls

Enhances 

organizational 

culture – enforce 

accountability

GRC
Merits



Use in-depth 
understanding 
to debate root 
causes, 
exposure and 
remediation –
be resolute with 
follow ups

Assurance –
informed and 
unbiased 
critique of 
governance 
processes, risk 
management 
and internal 
control

Role of Internal Audit 

Prognosticator – use 
foresight identify 
trends and bring 
attention to 
emerging challenges

Enabler –enable  
informed 
decision 
making towards 
organizational 
success & value 
creation

Resources -
Effective 

utilization of 
resources

Provide insight
on 
effectiveness 
and efficiency 
of key internal 
controls to 
management 
and Board

Stakeholder Expectations of Internal Audit 



Financial/
Operational 
literacy

Independenc
e
Ability to 
connect the 
dots

Knowledge of risk 
management (including 
non financial risks), 
internal control, 
governance

Future Internal Auditor

1

IQ

2

EQ

3

CQ

4

AQ

Functional, 
Technical, 
Business Acumen

MIND OF THE FUTURE AUDITOR

Drone mentality



Continuous 

calibration of 

stakeholder 

expectations

Embrace 

smarter tools 

– leverage 

automation & 

Combined 

assurance

02 03

Agile, 

integrated 

risk-based 

assurance

04

Pragmatism 

on risk 

exposure & 

remediation

05

Optimization 

Opportunities 

Sharing 

insights

06

Lifelong 
learning/ 
reskilling/ 

constant reboot

07

Measure 
value add 

and Ongoing 
refinement

Realigning Audit Value

01



Courage

Insight

Collaboration

Attitude

Agile

Innovative

Change is the only constant.
Heraclitus


